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Bai: Recovery 10S biang Xmodem va TFTPDNLD

Khi ta can nang cap hoic phuc hdi hé diéu hanh cho Router, ma hién tai khdng con
c6 mot 10S nao con ton tai trong Router thi hai phuwong phép ¢ thé thuc hién 1a
Xmodem va TFTPDNLD. Ta sé& lam nhitng m6 hinh lab dudi day.

. Xmodem

Router

Xmodem thudng dugc sir dung trong trudng hop phuc hdi hé diéu hanh cho mot
con Router ma n6 khdng con hé diéu hanh. Router chi cé boot vao rommon. Ngoai
ra ta cd thé dung phuong thirc nay trong truong hop khoéng c6 mot TFTP Server
hodc khong c6 mot két ndi dén mot network nao ca. Trong truong hop nay ta chi
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c6 duy nhat mot két ndi tir PC dén Router thong qua cong console. Tuy nhién
phuong thire truyén nay kha tén thoi gian.

Maic dinh khi ta dung chuong trinh hyperterminal cua Window hoac cac chuong
trinh khac két ni dén Router thdng qua cong console thi ta dé téc do truyen file 1a
9600 bps. Tuy nhién néu ta dé téc do truyén nhu vay thi qua trinh nay kha lau. Vi
vay llc ndy ta chuyén toc @6 truyén di liéu vao Router 18n 115200 bps. Ta s& vao
ché @6 rommon cua Router bang t6 hop phim Ctrl + Break va chuyén téc d6 giao
tiép giira Router va PC 1&n 115200 bps.

rommon 1 >confreg
Configuration Summary
enabled are:
break/abort has effect
console baud: 9600
boot: the ROM Monitor

do you wish to change the configuration? y/n [n]: y
enable "diagnostic mode"? y/n [n]:

enable "use net in IP bcast address"? y/n [n]:
enable "load rom after netboot fails"? y/n [n]:
enable "use all zero broadcast"? y/n [n]:

disable "break/abort has effect"? y/n [n]:

enable "ignore system config info"? y/n [n]:
change console baud rate? y/n [n]: y

enter rate: 0 = 9600, 1 = 4800, 2 = 1200, 3 = 2400
4 = 19200, 5 = 38400, 6 = 57600, 7 = 115200 [0]: 7
change the boot characteristics? y/n [n]:

Configuration Summary
enabled are:
break/abort has effect
console baud: 115200
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boot: the ROM Monitor
do you wish to change the configuration? y/n [n]:

You must reset or power cycle for new config to
take effect.

rommon 2 >reset
Qua trinh trén ta c6 thé lam nhanh hon bang cach chuyén s6 config register tir s6
hoat dong binh thudong 1a 0x2102 thanh s6 0x3822 bang cau 1énh

rommon 1 > confreg 0x3822

Sau khi 1am dén day ta s& thay rang chuong trinh hyperterminal ciia ta lic nay
khong con giao tiép duoc vai Router nita bai vi mac dinh hyperterminal hoat dong
& 9600 bps con Router Itc nay hoat dong ¢ 115200 bps.

Ta md lai chuong trinh hyperterminal va chinh toc d6 hoat dong ciia n6 1én 115200
bps. Lic ndy ta s& bat dau qua trinh nap hé diéu hanh cho Router bang giao thuc
xmodem

rommon 1 >
rommon 1 >xmodem -7

xmodem: illegal option -- ?
usage: xmodem [-cyrx] <destination filename>
-c CRC-16

-y ymodem-batch protocol

-r copy image to dram for launch

-x do not launch on download completion
rommon 2 >

rommon 2 >

rommon 2 > xmodem -c cl600-is-mz.122-10a.bin
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Do not start the sending program yet...

File size Checksum File name
9939820 bytes (0x97abé6c) 0x4991 c2600-1is-
mz.l22-7a.bin

Ta bit dau qua trinh giri IOS bang cach vao Transfer / Send File. Chon I0S minh
can nap va phuong thirc truyén 1a Xmodem. Tuy nhién ta nén chi ¥ xem rang 10S
minh nap vao c6 thich hgp v61 dung lugng flash cua router va loai router. Xem
hinh 1; 2; 3 bén duoi

“g 115200 - HyperTerminal
File Edit Wiew Call | Transfer Help

ols] ol3) MECI—

Capkure Texk,..
Send Text File...

Zapkure Lo Printer

Hinh 1.
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5 115200 - HyperTerminal
Fil= Edit View Call Transfer Help

s 9end File

Folder: 0:\temp
Filerarne: .

ID:\temp\c'l E00-sp-m2 21 -16. bin Browse. .. I

Protocaol:

IXmodem ;I

Send Close I Cancel I

Hinh 2.

Xmodem file send for 115200

Sending: ID:"-.temp'xc‘l E00-z2p-mz.121-16.bin

Packet: 283 Errar checking: ICHC

Fietries: IEI T otal retries: IEI

Last error: I

File: | |34k of 3601K

Elapzed: I Q0:00:02 Remaining: I am14:.18 Throughput: |425Ei|:| bp=
Cancel I cpz/bpz I
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Hinh 3.

Sau khi qua trinh ta truyén 10S thanh cong ta nén kiém tra lai flash ctia Router va
chuyén s6 config register lai thanh 0x2102

rommon 9 >dir flash:

File size Checksum File name

3686656 bytes (0x384100) Oxlab5e ¢1600-sy-mz.121-
16.bin

rommon 10 >confreg 0x2102

You must reset or power cycle for new config to
take effect.

rommon 11 >reset

System Bootstrap, Version 12.0(19981130:173850)
[rameshs-120t lava 114],

DEVELOPMENT SOFTWARE Copyright (c) 1994-1998 by
cisco Systems, Inc.

Simm with parity detected, ignoring onboard DRAM
Cl1600 platform with 16384 Kbytes of main memory
program load complete, entry point: 0x4020060,
size: 0x15568c

$SYS-6-BOOT MESSAGES: Messages above this line are
from the boot loader.

program load complete, entry point: 0x2005000,
size: 0x3840e0

Self decompressing the image :
FHHEHHH AR SR AHA AR H A AR A AR AHA
FHHEHFHHHRHHHHAHA
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II. TFTPDNLD

- Trong diéu kién cd network thi ta nén recovery 10S bing phuong phap
TFTPDNLD vi téc do truyén file caa giao thic nay hon han Xmodem.

- Luc nay ta can ¢ mot PC véi vai trd 12 TFTP Server.

- So d6 két ndi nhur bén duéi va nhap nhitng 1énh bén dudi nham thiét 1ap
nhitng théng s6 két ndi dé Router co thé két ndi dén PC.

Router

Console

TFTP Sever

rommon 17 > ?
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rommon 18 > set

rommon 19 > |P_ADDRESS=192.168.1.1

rommon 20 > IP_SUBNET_MASK=255.255.255.0

rommon 21 > DEFAULT_GATEWAY=192.168.1.2

rommon 22 > TFTP_SERVER=192.168.1.2

rommon 23 > TFTP_FILE=c2600-advsecurityk9-mz.124-8d.bin
rommon 24 > tftpdnld

IP ADDRESS: 192.168.1.1

IP SUBNET MASK: 255.255.255.0
DEFAULT GATEWAY: 192.168.1.2

TFTP SERVER: 192.168.1.2
TFTP_FILE: c2600-is-mz.113-2.0.3.0Q

Invoke this command for disaster recovery only.
WARNING: all existing data in all partitions on
flash will be lost!

Do you wish to continue? y/n: [n]: vy

Ta m& chuong trinh TFTP Sever trén PC va quan sat qua trinh hoat dong

Receiving c¢2600-1is-mz.113-2.0.3.Q from
171.69.1.129 it rtrrerreerrrerrrerrr

File reception completed.

Copying file c¢2600-1is-mz.113-2.0.3.Q to flash.
Erasing flash at 0x607c0000

program flash location 0x60440000

rommon 22 >
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Bai: Lab SSH

Lo 20.0.0.1/24
Lo 10.0.0.1/24

Trong bai lab trude ta da biét cau hinh router tir xa théng qua giao thic telnet tuy
nhién telnet Ia mét giao thic khéng c6 tinh bao mat. Thong tin duoc gui di dudi
dang cleartext. Nhu vay dé nang cao tinh bao mat ta s& dung giao thirc SSH thay
thé cho telnet.
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Céc budc can phai lam cho bai lab nhu sau

- C4u hinh dia chi IP vao céc interface cua router . CAu hinh static route trén
Router 1 va Router 2

- Ping kiém tra tirng segment trong md hinh.

- CAu hinh SSH trén Router 1 va Router 2.

- Capture lai thong tin dugc trao doi trén dudng truyén.

1. Chu hinh dia chi IP va dinh tuyén cho md hinh bing static route
a. Router 1

Router>enable

Router#configure terminal

Router(config)#interface serial 2/0
Router(config-if)#ip address 12.0.0.1 255.255.255.252
Router(config-if)#no shutdown

Router(config)#exit

Router(config)#interface serial fa0/0
Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#no shutdown

Router(config)#exit

Router(config)#interface loopback O

Router(config)#ip address 10.0.0.1 255.255.255.0
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Router(config)#exit
Router(config)#ip route 0.0.0.0 0.0.0.0 12.0.0.2
b. Router 2
Router>enable
Router#configure terminal
Router(config)#interface serial 2/0
Router(config-if)#ip address 12.0.0.2 255.255.255.252
Router(config-if)#no shutdown
Router(config-if)#clock rate 64000
Router(config)#exit
Router(config)#interface loopback 0
Router(config)#ip address 20.0.0.1 255.255.255.0
Router(config)#exit
Router(config)#ip route 192.168.1.0 255.255.255.0 12.0.0.1
Router(config)#ip route 10.0.0.0 255.255.255.0 12.0.0.1

2. Qué trinh kiém tra
- Tu Router 1 ping dén cac IP cua Router 2
- O PC ta dung Iénh ipconfig va ping tir PC dén cac interface cua Router 1 va
Router 2
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@y Administrator: C\Windows\system32\cmd axe®

Ethernet adapter Local Area Connection 4:
Connection—specific DNS Suffix :
Link-local IPub Address . . . . . : fFeB8B::3579:5ac?7:1d13:44f%16
: 192.168.1.2
Subnet Mask : 255.255.255.0
Default Gateway : 192.168.1.1
Tunnel adapter Local Area Connection 6:

Media State : Media disconnected
Connection—specific DNS Suffix H

Tunnel adapter Local Area Connection» 7:

Media State : Media disconnected
Connection—-specific DNS Suffix

Tunnel adapter Local Area Connection» 12:

Media State : Media disconnected
Connection-specific DNS Suffix

[C:\Users\nhanld>

3. Cau hinh SSH trén Router 1 va Router 2
Pé cau hinh SSH ta can phai cau hinh mot s6 phan nhu sau:
= Cau hinh hostname
= Cau hinh domain name
= Tao ra key tir hostname va domain name ¢ trén
» Tao ra mot username va password cho user dang nhap vao
Router.
= Cau hinh mét s6 tinh niang cho giao thirc SSH trén router,
= Cau hinh cho giao thirc SSH vao duong vty.

Trén Router 1 ta nhap vao nhirng 1énh sau:
Router(config)#hostname R1
R1(config)#ip domain name abc.com

R1(config)#crypto key generate rsa general-keys modulus 1024
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The name for the keys will be: R1.abc.com
% The key modulus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
*June 24 19:25:30.035: %SSH-5-ENABLED: SSH 1.99 has been
enabled

R1(config)# ip ssh time-out 60

R1(config)# ip ssh authentication-retries 2

R1(config)# ip ssh version 2

R1(config)# username cisco password cisco

R1(config)# line vty 0 4

R1(config-line)# login local

R1(config-line)# transport input ssh

R1(config-line)# exit

Tuong tu ta cau hinh cho Router 2
Router(config)#hostname R2

R2(config)#ip domain name bcd.com

R2(config)#crypto key generate rsa general-keys modulus 1024
The name for the keys will be: R2.bcd.com
% The key modulus size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
*June 24 19:25:30.035: %SSH-5-ENABLED: SSH 1.99 has been
enabled

R2(config)# ip ssh time-out 60

R2(config)# ip ssh authentication-retries 2

R2(config)# ip ssh version 2

R2(config)# username cisco123 password cisco123

R2(config)# line vty 0 4

R2(config-line)# login local

R2(config-line)# transport input ssh

R2(config-line)# exit

O PC ta tao két n6i SSH dén Router 1 thong qua chuong trinh Putty
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| Besicoobonsfotym:Pbrl TY session
Specify the destination you want to connect to
Host Name (or IP address) Port
192.168.1.1| 22
Connection type:
") Raw “) Teinet ) Rlogin @ SSH
Load, save or delete a stored session
Saved Sessions

Default Settings

] Load

Close window on exit:
_ Always ) Never @) Only on clean exit

WARNING - POTENTIAL SECURITY BREACH!

The server's host key does not match the one PuTTY has
cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server.

The new rsa2 key fingerprint is:

ssh-rsa 1024 ec:f7:c6:¢0:21:72:03:70:71:4 :46:8e:c6:32:44:cf
If you were expecting this change and trust the new key,
hit Yes to update PuTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit No.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the ONLY guaranteed safe
choice.
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Ta nhap vao username va password tuong tng ma ta di tao trén Router 1 dé diang
nhap vao Router 1

W3 152.168.1.1 - PuTTY

Dbung & giao dién dong 1énh caa Router 1, dé tao két ndi SSH dén Router 2 ta can
phai nhap cau Iénh sau:

R1#ssh -v 2 -l ciscol23 -p2212.0.0.2
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P 192.168.1.1 - PuTlY

Nham muc dich kiém tra tinh ning bao mat cua giao thirc SSH ta thuc hién qué
trinh capture cac ludng traffic trao d6i trén router . Hinh dau tién 14 ta capture
traffic tir PC dén Routerl.
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File Statistics  Help
Euoae CEAREBE AT L fQaaa B @B\l

Eilter: | v Expression... Clear Apply

Edit View Go Capture Analyze

Source Destination Protocol Info

[

.182000 - 1.2 - 1.1 49697 > ssh [ACK] Seg=1 Ack=1 win=17640 Len=0
27 44.214000 192.168.1.1 192.168.1.2 SSH server Protocol: S5H-2.0-Cisco-1.25
28 44.214000 192.168.1.2 192.168.1.1 SSH Client Protocol: SSH-2.0-PuTTY_Release_0.60°\r
29 44.214000 192.168.1.2 192.168.1.1 SSHVZ 49697 > ssh [PSH, ACK] Seq=29 Ack=20 win=17621 Len=512[Malformed Packet]
30 44.214000 192.168.1.2 192.168.1.1 SSHV2 49697 > ssh [PsH, ACK] seq=541 Ack=20 win=17621 Len=104 [Malformed Packet]
31 44.267000 192.168.1.1 192.168.1.2 S5Hv2 Server: Key Exchange Init
32 44.276000 192.168.1.2 192.168.1.1 SSHv2 client: piffie-Hellman Key Exchange Init
33 44.449000 192.168.1.1 192.168.1.2 S5HV2 server: Diffie-Hellman Key Exchange Reply
34 44,451000 192.168.1.1 192.168.1.2 55Hv2 Server: New Keys
35 44.459000 192.168.1.2 192.168.1.1 TCP 49697 > ssh [ACK] Seq=789 Ack=764 win=16877 Len=0

.459000 1.2 192.168.1.1 SSHV2 Client: New Keys

1.2 .168.1.1 5 il

Ethernet II, src: 02:00:4c:4f:4f:50 (02:00:4c:4F:4F:50), Dst: c4:00:02:10:00:00 (c4:00:02:10:00:00)
Internet protocol, src: 192.168.1.2 (192.168.1.2), D5st: 192.168.1.1 (192.168.1.1)
Transmission Control Protocol, Src Port: 49697 (49697), Dst Port: ssh (22), Seq: 805, Ack: 764, Len: 88
= SSH Protocol
B S5H version 2
Encrypted Packet: D729BBASBBAEBBAIALBTS56750182B60C4DB5CECSCAEIFFCE. . .

10 00
9
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Bai: Truy cap vao Router thong qua SDM

Ta c6 thuong cau hinh cac thiét bj caa Cisco théng qua giao dién CLI tuy nhién
Cisco ciing hd tro cau hinh thiét bj thdng qua giao dién dd hoa. Mot san pham GUI
duoc Cisco hd trg dé cau hinh router duoc goi la Security Device Manager.

SDM la mét ¢tng dung Web-base hoat dong trén nén Java. SDM dugc cai dat san
trong flash mot s6 dong san pham router va admin ¢ thé cau hinh router bang
trinh duyét Web két hop véi SSL va Java. Trong qué trinh cau hinh SDM duing
SSL dé admin cau hinh va diung SSH dé tuong tac nguoc trd lai véi giao dién web
cta admin.

SDM khong duoc hd trg tat ca dong router. Ta c6 thé vao www.cisco.com/go/sdm
dé kiém tra xem router ctia minh c6 duoc hd tro hay khéng. Néu nhu mét router
chua co dugc cai dat SDM thi ta c6 thé install né vao router. 10S téi thiéu dé co
thé install SDM 1a version 12.2 va flash cua router phai c6 san tir 5— 8 MB. Ta s&
thuc hién bai lab theo so d6 nhu sau:
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Router

Fa0/0
192.168.1.0/24

Céc budc ta can 1am trong bai lab nhu sau:

- Cau hinh cin ban

- CAu hinh SDM cho router
- Install SDM vao PC

- Két ndi tir PC dén Router

1. Cau hinh cin ban

Trudc khi cdu hinh dé dang nhap vao router thdng qua giao dién SDM thi ta ciing
phai cau hinh cin ban cho router nhu sau

Router> enable

Router# configure terminal
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Router(config)# interface fastethernet 0/0
Router(config-if)# ip address 192.168.1.1 255.255.255.0
Router(config-if)# no shutdown

Router(config-if)#exit

Cau hinh dia chi IP vao PC.

4 (TCP/APvA) Properties

General

You can get IP settings assigned automatically if yvour network supports
this capability. Otherwise, yvou need to ask your mnetwork administrator
for the appropriate IP settings.

@ Obtain an IP address automatically

IF address:
Subnet mask: 255 .

Default gateway: 192 .

Obtain DMNS server address automatically

@) Use the following DMS server addresses:

Preferred DMNS server:

Alternate DMS serwver:
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N Administrator: C\Windows

Ethernet adapter Local Area Connection 4:

Connection—specific DNS Suffix
Link—local IPub Address . . .

IPu4 Address. . . . . .
Subnet Mask . . . . . .
Default Gateway . . . .

- fefB@::3579:5ac?-1d13:-44f»16
- e - - I N R

- e - - 255.255.255.8

- e - - 192.168.1 .1

Tunnel adapter Local Area Connection¥* 6G:

Media State . . . . . .« & &« & - . Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter Local Area Connection®® 7:

Media State . .

e e e e e e e . Media disconnected
Connection—specific DNS Suffix

Tunnel adapter Local Area Connection¥= 12:

Media State . . -

e e e e e e w Media disconnected
Connection—specific DNS Suffix .

C:Users~nhanld>

Tiép theo ta kiém tra xem dia chi IP di dugc cau hinh va ping kiém tra tir PC dén
router.

g Adrministrator: CWindows

C:“Userssnhanld>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 122.168.1.1: hytes=32 time=115msz TTL=255
Reply from 192_168.1.1: hytes=32 time=31ims TTL=255

Reply from 122_168.1.1: hytes=32 time=16ms TTL=255

Reply from 192_168.1.1: hytes=32 time=31ims TTL=255

Ping statistics for 192_168._.1.1:
Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
Approximate vound trip times in milli-szeconds:

Minimum = 16ms, Maximum = 115ms,. Average = 48ms

C:sUserssnhanld>
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2. C4u hinh SDM cho Router

Ta s& nhap vao nhiing 1énh theo ciu triic nhu bén dudi

hostname router_name

Iip domain-name domain_name

ip http server

ip http secure-server

ip http authentication local

username username privilege 15 secret O

Router (confiqg) #

Router (confiqg) #

Router (confiqg) #

Router (confiqg) #
) #

Router (confiqg) #

passwor

Router (config) # ip http timeout-policy idle seconds life seconds

requests number

Router (config) # line vty 0 15

Router (config-1line) # privilege level 15

Router (config-line) # login local

Router (config-line) # transportinput ssh

Router (config-line) # exit

(
(
(
(
Router (config
(
d
(

SDM st dung SSL dé send qué trinh cdu hinh va dung SSH dé tra lai giao dién cua
ngudi dang cau hinh. Tuy nhién ca hai giao thire SSL va SSH diéu yéu cau phai co
cap key theo thuét toan RSA. Dé tao ra duoc key ta can phai c6 hostname va ip
domain name. Tuy nhién trong qua trinh nay ta khdng can phai tao key mét cach
manual béi vi 1an dau tién ta dang nhap vao router thong qua giao dién SDM thi
router s€ tu dong tao ra key. Va cap key sé duoc dung trong qué trinh SSL va SSH.
Bdi vi SDM duoc hoat dong trén giao dién Web-base nén hai cau Iénh ip http
server va ip http secure-server dugc ding dé kich hoat Web Server, tinh niang SSL
trén Router.

Cau Iénh ip http authentication xac nhan dung local database.

Username account dé dang nhap vao router phai Ia privilege 15.

Cau Iénh ip http timeout — policy chi la mét cau Iénh option. Tuy nhién ta nén dung
n6 dé xac nhan thoi gian ma két ndi SDM duoc duy tri.
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e Bién idle xac nhan s6 gidy ma mot két ndi web duoc duy tri trong trudng
hop 1a khong c6 data dugc gui hay nhan. Mac dinh |a 180 giay.

e Bién life xac nhan s gidy ma két ndi web duoc luu trit trong web server tir
khi két ndi nay duoc tao. Mic dinh 14 180 gidy nhung ta c6 thé diéu chinh
tang 1én 86400 giay.

e Bién requests giai han sb két nbi dong thoi vao router. Mac dinh 1a 1

e Phan cudi la ta s& cau hinh VTY apply vao trong SSH. Qua trinh nay duoc
dung dé tuong tac voi router. Dé ¢ thé cau hinh biang SDM thi username
dang nhap phai 1a privilege 15 va trong qua trinh cau hinh & trén thi ta dang
chting thuc bang local database nén ta nhap cau Iénh login local.

Router>enable

Router#configure terminal
Router(config)#hostname R1
R1(config)#ip domain name abc.com
R1(config)# ip http server
R1(config)# ip http secure-server
R1(config)# username cisco privilege 15 password cisco
R1(config)# line vty 0 4
R1(config-line)# login local
R1(config -line)# transport input ssh
R1(config -line)# end

3. Truy cdp vao Router thong qua giao diégn SDM

Ta c6 thé truy cap vao router thong qua giao thuc http hoic 1 https. Ta s&
thuc hién qua trinh cai dat SDM vao trong PC hoac vao trong Router. O day ta chi
thuc hién qua trinh cai dat vao trong PC. Ta chon vao setup.exe trong SDM.zip
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Search

Favorite Links
[, Documents
E Pictures
EJ‘ Music

More »

Folders
Bl Desktop

EE nhanld

. Public
il Computer
BF Network
Control Panel
£ RecycleBin

. LAB CCNA

. 50M

Trajan Backdoor

Ta Click Next dé lam tlép

Name

alialn
cisco

LLLLLﬁQﬁL

Date modified
128MB sdf
SDF File
515 KB

home
Firefox Document
1.01 KB

sdmconfig-2&ae.cfg
CFG File
1.78 KB
sdmconfig-180x.cfg
CFG File
242 KB
sdmconfig-1721.cfg

securedesktop-ios-3.1.1.45-...

PKG File
161 MB
TOPLEFT
GIF Image
701 bytes

Type

Size

Iy | [

256MB.sdf

SDF File

TI5KE

Ees

WinRAR archive
841 KB

home

WinRAR archive

110 KB
sdmconfig-Sweccfg

CFG File

220KB
sdmconfig-36we-3Tiocfg
CFG File

sdmconfig-1701.cfg
CFG File

KB

sdmconfig-1751-1760.cfg
CFG File
8 KB

sdmconfig-sbl0x.cfg
CFG File
183 KB

setup

XE
rision Corporation

updateengine
Executable Jar File
131 ME

=

IORO000DE

attack-drop.sdf
SDF File

Liblconv:
sdmeconfig-18accfy
CFG File
771 KB

sdmeconfig-38ic.cfg
CFG File
1.78 KB
sdmconfig-1710.cfg
CFG File

sdmeconfig-1811-1812.cfg
CFG File
231 KB

SDMLauncher

SDMLauncher MFC Applicat...

sslclient-win-1.1.3.173.pkg

convert between c...
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Cisco SDM - Installation Wizarc

Welcome to the Installation wizard for Cisco 5DM

Thiz wizard will install Cizco SOM 2.4.1[Englizh) on pour
computer and router.

[t iz ztrongly recommended that you exit all \Windows
programs before running this Setup program.

Click Mest ta continue with the installation wizard.

< Back Mext = ] E Cancel i
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Cizco SDM - Installation

License Agreement

Pleaze read the following license agreement carefully.

Copyright [o] 2002-2007, Cizco Systems, o, All rights rezerved.

The coperights to gtar.exe are owned by

other third partiez and are uzed and diztributed under the GMU Public

Licenze. & copy of the license iz available at

http: Ao f2f. orgdlicensesdAnfo/GPLY 2. hitml.

A copy af the zource code for gtar.exe iz available at http: A Avasns ghu,ongd softbware ftar

End Uszer Licenze Agreement
IMPORTANT: FLEASE READ THIS EMD USER LICEMSE AGREEMEMT CAREFULLY.

DOHLOADIMG. INSTALLIMG OF USIMG CISCO OF CISCO-SUPFLIED SOFTWARE
COMSTITUTES ACCEPTAMCE OF THIS AGREEMEMT.

@ il accept the terms of the licenze agreement

71 1 da not accept the termz of the license agreement

[ ¢ Back ][ ext » ][ Cancel ]

Ta chon vao button ““ I accept terms of the license agreement ”. Chon Next

Install Options

Inztall Cizco S0k on this computer or on the router.

Select where pou want to install Cizco SDkd.
Ihiztallz Cizoco SDR on thiz computer.

) Cizco Router

Inztallz Cigoco SDR on wour router's flaskh rmemorny.

() Both [computer and router)

Inztallz Cizoco SDR on thiz computer and on pour router's flash menon.

] [ Cancel ]
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O day ta co nhiéu lya chon “ This computer ” chi install SDM trén mot may tinh
nao do, “ Cisco Router ” install vao trong Router trong truong hop nay thi router
phai cd tir 5 — 8 MB free trén flash cua router. Muc cudi cing ta install trén ca hai.
O day ta chi chon “ This computer ” va lam tiép theo wizard cta no.

Cisco SDM - Installation

Choose Destination Location

Select folder where setup will install files.

Setup will inztall Cizco SO 2.4 1[Endlizh] in the following folder.

Toinstall ta this folder, click Mest. To install to a different folder, click Browse and select
anather folder.

D ezstination Falder

C:AProgram FileshCizca SystemzhCizco SOM

[ < Back ] et > |[ Cancel ]

Ta c6 thé chon noi luu trit hodc chon duong dan mic dinh va Next tiép tuc.
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Ready to Install the Program

The wizard iz ready to begin installation.

Click Install to begin the installation.
If oLy want ta review or change any of pour installation settingz, click Back.

Click Cancel to exit the wizard.

[ < Back ][ Inztall

Ta chon install dé bat dau qua trinh cai dat va Finish.

Giang Vién: Lé Pinh Nhan — Email: nhanld@athenvn.com



MATHENA

TRUNG TAM DAO TAO AN NINH MANG & QUAN TRI MANG

92 Nguyén Pinh Chiéu, DaKao, Quén 1, Tp HCM
2 Bis DPinh Tién Hoang P.Da Kao Quan 1 TPHCM Hotline: 090 78 79 477
Website: www.athena.edu.vn

Cisco SDM - Installation Wizarc

Cizco 5DM Installation Wizard Complete

Cizco SOM iz successfully inztalled on vour computer.

< Back Cancel

Sau khi cai dit xong, ngoai desktop xuat hién thém mét icon “ Cisco SDM ” bén
ngoai desktop. Ta thuc hién qué trinh connect vao router thdng qua giao dién SDM
dua trén giao thirc http nhu sau
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i 4 SDM Launcher

SOM will be launched from the PC usingthe 4 ) I (] I I
default browser. cISCO

Device IP Address or Hostname ;|2 R0

[ Thiz device haz HTTPS enabled and | want to uze it.

| Launch | Cloze

a. SDM-HTTP

Vao Cisco SDM nhap vao dia chi IP cua Router. Tuy nhién ta phai tat di chtrc nang
“ Block pop-up Window “ ¢ trinh duyét Web. Lic nay sé xuat hién mot forum
login dé ta dang nhap. Ta nhap vao username va password véi privilege 15.

Authentication Re

0 A username and password are being requested by http://192.168.1 1. The site says: "level 15 or
i view_access”

User Mame: cisco

Password: ssss

| | cancel |

Trinh duyét Web sé tra vé cho ta man hinh “ Cisco Router and Security Device
Manager “
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A= SDM Launch Page {(152.168.1.1) _ Mozilla Firefox

( L1 file:///C:/Program Files/Cisco Systems/Cisco SDM/common/common/runAPP.shtmI7TROUTER=192.168.1.1¢ 3,:,[

Cisco Router and Security Device Manager (SDM)

Copynght © 2002 - 2007 Cisco Systems, Inc o ' el l §o
All rights reserved CIsSCO

SDM for 192.168.1.1 will open in another window. Do
not close this window until you
exit SDM _

|
Applet com.cisco.nm.util.sgz.Locader inited |

E Please wait while SDM is [0ading the current canfiguration frarm your
router.

Populating modules... - firewall (CBAC)

Ldc nay, Router s& yéu cau ta tao méi mot username va password dé thay thé cho
username va password ta da nhap vao router tur giao dién console caa no.
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| Change Default User Name and

The router is using a factory default username and password. You must change

both ofthem to secure the router. SO does not allow wou to configure the router
unless you complete this step first.

rlote: vou will be prompted for username and password after this configuration
i= delivered. Enter the new username and passwaord to reconnect to the router.

Username: cisco123

Password:

Reenter Password: ERERRAAE

Cancel

l._-ll'_‘.c:r mmands Delivery Sta

Command Delivery Status:

FPreparing commands for delivery. ..
Submitting 3 commands, please wait. ..
Configuration delivered to router.

Ta Click OK va reconnect lai router tir PC thong qua “ Cisco SDM ™. Pén day ta
thuc hién lai qué trinh login bang username va password mdi.
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0' A username and password are being requested by http://192.168.1.1. The site says: "level 15 or
i view_access”

Uszer Mame: ciscold3

Password: eessssss

=2

Pén day ta da thuc hién xong qua trinh dang nhap vao Router thong qua SDM. Ta
6 giao dién d¢€ cau hinh router nhu bén dudi.

§& Cisco Router and Security Device Manager (SDM): 192.168.1.1

File Edit View Tools Help

@ W ﬁﬁ} Configure E Monitor @ e Q 2 ) I U I "
Reiesh  Save  Seach  Help cisco
3 Hardware Software
e —
. Model Type: Cisco 3745 105 Version: 12.4(19)
Available | Total Memory(MB): 591160 MB SDM Version: 241
Cisco 3745 Total Flash Capacity: 16 MB
< 1 (] [ [
. Interfaces and Connections & Up (1) = Down (5)
Total Supported LAN: 2 Total Supported WAN: 4(Serial)
Configured LAN Interface: 1 Total WAN Connections: 0
DHCP Server: Mot Configured
3 Firewall Policies %) Inactive
(% Up (0)
IP Sec (Site-to-Site): 0 GRE over IPSec: 0
Xauth Login Required: 0 Easy VPN Remote: 0
No. of DMVPH Clients: 0 No. of Active VPN Clients: 0
Ho. of Static Route: 0 Active Signatures: 0
Dynamic Routing Protocols: MNone Ho. of IPS-enabled Interfaces: 0
SDF Version:
Security Dashboard

00:07:43 UTC Fri Mar 01 2002 ﬁ

Ta thuc hién qua trinh capture két ndi trén ta nhan xét rang né dang hoat dong dua
trén giao thirc http port 80. Tuy nhién lam nhu vay thi khdng cé tinh bao mat cho
Viéc router,
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File Edit View Go Capture Analyze Statistics Help

BWee BEEXEE Aes TSI Qaan #BM%| B

Filter: | ~  Expression... Clear Apply

No. . Time Source Destination Protocol Info N
15 9.001000 02:00:4c:4f:4F:50 Broadcast ARP who has 192.168.1.787 Tell 192.168.1.2
16 9.953000 02:00:4c:4f:4f:50 Broadcast ARP who has 192.168.1.787 Tell 192.168.1.2
17 10.982000 02:00:4c:4f:4:50 Broadcast ARP who has 192.168.1.787 Tell 192.168.1.2

N .1 49744 > http [SYN] 5eg=0 Win=32768 Len=0 M55=1260 W5=0 T5v=293093 TSER=0

19 12.653000 192.168.1.1 192.168.1.2 TCP http > 49744 [SYN, ACK] Seq=0 Ack=1 Win=4128 Len=0 M55=1260
20 12.653000 192.168.1.2 192.168.1.1 TCP 49744 > http [ACK] seg=1 Ack=l Win=32768 Len=0
21 12.653000 192.168.1.2 192.168.1.1 HTTP GET /level/15/exec/-/show/running-config/CR HTTP/1.1
22 12.731000 192.168.1.1 192.168.1.2 HTTP HTTP/1.1 401 unauthorized
23 12.746000 192.168.1.1 192.168.1.2 TCP http > 49744 [FIN, P5H, ACK] Seq=201 Ack=427 win=3702 Len=0
24 12.746000 192.168.1.2 192.168.1.1 TCP 49744 > http [ACK] Seq=427 Ack=202 win=32568 Len=0
25 13.667000 192.168.1.2 192.168.1.1 TCP 49744 > http [FIN, ACK] seq=427 Ack=202 wWin=32568 Len=0
26 13.713000 c4:00:06:60:00:00 CDP/VTP/DTP/PAQP/UDLD CDP Device ID: Rl Port ID: FastEthernet0/0
27 13.760000 192.168.1.1 192.168.1.2 TCP http > 49744 [ACK] Seq=202 Ack=428 wWin=3702 Len=0
28 15.429000 192.168.1.2 192.168.1.1 TCP 49747 > http [5YN] seq=0 win=32768 Len=0 M55=1260 Ws=0 TSw=293377 TSER=0
29 15.507000 192.168.1.1 192.168.1.2 TCP http > 49747 [5¥YN, ACK] Seq=0 Ack=1 Win=4128 Len=0 M55=12860
30 15.507000 192.168.1.2 192.168.1.1 TCP 49747 > http [Ack] seg=1 Ack=1 win=32768 Len=0
31 15.507000 192.168.1.2 192.168.1.1 HTTP GET /level/15/exec/-/show/running-config/CR HTTP/1.1
32 15.585000 192.168.1.1 192.168.1.2 HTTP HTTP/1.1 401 uUnauthorized
33 15.601000 192.168.1.1 192.168.1.2 TCP http > 49747 [FIN, P5H, ACK] 5eq=201 Ack=427 win=3702 Len=0
34 15.601000 192.168.1.2 192.168.1.1 TCP 49747 > http [ACK] Seq=427 Ack=202 win=32568 Len=0
35 16.508000 192.168.1.2 192.168.1.1 TCP 49747 > http [FIN, ACK] Seq=427 Ack=202 Win=32568 Len=0
36 16.539000 192.168.1.1 192.168.1.2 TCP http > 49747 [ACK] Seq=202 Ack=428 win=3702 Len=0 -
Arrival Time: wov 1, 2008 08:15:46.537000000 -

[Time delta from previous captured frame: 1.608000000 seconds]

[Time delta from previous displayed frame: 1.608000000 seconds]

[Time since reference or first frame: 12. 590000000 seconds]

Frame Number: 18

Frame Length: 74 bytes

capture Length: 74 bytes

[Frame is marked: False]

[protocols in frame: eth:ip:tcp]

[coloring Rule Name: HTTP]

[coloring Rule string: http || tcp.port == 80]
= Ethernet II, Src: 02:00:4c:4f:4f:50 (02:00:4c:4f:4f:50), Dst: c4:00:06:60:00:00 (c4:00:06:60:00:00)

@ Nestination: c4:00:06:60:00:00 (c4:00:06:60:00:00)

0000 c4 00 06 60 00 00 02 00 4c 4f 4f 50 08 00 45 00
0010 00 3c 00 d3 40 00 80 06 76 95 cO a8 01 02 cO a8
0020 01 01 c2 50 00 50 06 ef 55 71 00 00 00 00 a0 02

0030 80 00 ad 90 00 00 02 04 04 ec 01 02 03 00 04 02
0040 08 0a 00 04 78 e5 00 00 00 00

m

b. SDM-HTTPS

Néu ta cau hinh router théng qua http thi qua trinh ta 1am s& bi dé dang sniffer. Ldc
nay ta s& chuyén sang ding SSL két hop véi SDM dé cau hinh Router. Dé ¢ thé
hoat dong duoc trén SSL trudc tién ta phai thay duoc certifiacate do 10S cua router
tao ra. O trinh duyét web nhap https://192.168.1.1 , trinh duyét web s& bao rang
certificate ndy c6 van dé. Tuy nhién dé két ndi vao router ta phai chap nhan
certificate nay. Va chuang chi nay khong co thuc trong méi treong internet nén
trinh duyét web canh bao cho nguoi dung.
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) Page Load Error - Mozilla Firefox

Eile Edit View History Bookmarks Iools Help

@ - A % [ hepsi//19216811/ - [[G-| Googte F=)

£ Most Visited P Getting Started 5, Latest Headlines

[ Secure Connection Failed
192.168.1.1 uses an invalid security certificate.

The certificate is not trusted because it is self signed.
The certificate is only valid for R11.bcd.com

(Error code: sec_error_untrusted_issuer)

= This could be a problem with the server's configuration, or it could be someane
trying to impersonate the server.

m If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later.

Or you can add an exception..

Done

Pén day ta phai chap nhén certificate nay dé c6 thé tao dugc két ndi SSL. Ta click
vao “ Or you can add an exception ” . Va click vao “ Add exception > dé luu trit
certificate vao trong trinh duyét Web. Ta c6 thé kiém tra certificate la do 10S cua
router tu sinh ra.
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¥ Page Load Error - Moilla Fircfox

File Edit View History Bookmarks Iools Help
9 y C M % (A heps/9216811/

£ Most Visited ¥ Getting Started =, Latest Headlines

Secure Connection Failed
192.168.1.1 uses an invalid security certificate.

The certificate is not trusted because it is self signed.
The certificate is only valid for R11.bcd.com

(Error code: sec_error_untrusted_issuer)

= This could be a problem with the server's configuration, or it could be someane
trying to impersonate the server.

= If you have connected to this server successfully in the past, the error may be
temporary, and you can try again later.

You should not add an exception if you are using an internet connection that you do not trust
completely or if you are not used to seeing a warning for this server.

Getmeout of here! |  [Add Exception..

Done

Click vao “ Get Certificate
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N Youw are about to override how Firefox identifies this site.

- 1 ‘_\ Legitimate banks, stores, and other public sites will not ask you to do this.

- Server

(N ttp=://102,168.1 .1

- Certificate Status

Permanently store this exception

Confirm Security Exception
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You are about to override how Firefox identifies this site,

1 . Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location:  https:/192168.1.1/ et Certificate

Certificate Status

This site attempts to identify itself with invalid information.

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

Permanently store this exception

’Qonfirm Security Exception ] ’ Cancel ]

Click vao Confirm Security Exception. Router sé tra lai cho ta man hinh login. Ta
nhap vao username va password da dugc cau hinh.
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Authentication

0 A username and password are being requested by https://192.168.1.1. The site says: "level 15 or

view_access”

User Mame: cisco

Password: wsesse

O l ’ Cancel

¥ R11 Home Page - Moxilla Firefox
File Edit Yiew History Bookmarks Tools Help

@ 2 C & % & dntpss10216811/ - | IG)+| Gosgte p

2 Most Visited ¥ Getting Started 5, Latest Headlines

éﬁ‘ Do you want Firefox to remember this password? [Bemember] [NgverforTh\sS\tel I Not Now ] x

Cisco Systems

Accessing Cisco 3745 "R11"

Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level 0,1,2.34.56,7.89.10,11,12,13,14,15

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

QoS Device Manager - Configure and monitor QoS through the web interface.

Help resources

1. CCO at www.cisco.com - Cisco Connection Online. including the Technical Assistance Center (TAC).
2. tac@cisco.com - e-mail the TAC.

3. 1-800-553-2447 or +1-408-526-7209 - phone the TAC.

4. cs-html@cisco.com - e-mail the HTML interface development group.

Done 19216811

Ldc nay ta co thé két ndi dén router bang SDM va chay trén protocol SSL. Ta cho
vao “ The device has https enabled and want to use it ”
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SOM will be launched from the PC usingthe 4 ) I (] I I
default browser. cISCO

Device IP Address or Hostname : |'I 92168.1.1

=}

[w Thiz device has HTTPS enabled and | want to use it.

| Launch | Cloze |

The web site's certificate cannot be verified. Do you
want to continue?

Mame: 192.168.1.1

Publisher: I105-5elf-Signed-Certificate-998521732

Always trust content from this publisher

[Yes][Nn]

Mare Information...

Okay, ta chap nhan certificate nay. Ta 1am lai qua trinh dang nhap nhu SDM, tao
mot username password maéi nhu hinh bén dudi.
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Change Default User Name and Password.

f The router is using a factory default username and password. You must chanoge
fioth of them to secure the router. SOM does not allow you to configure the router
Lunless you complete this step first.

Bote: You will be prompted for username and password after this configuration
is delivered. Enter the new username and password to reconnect to the router.

sername: cisco123

Password: A

Reenter Password: R

Cancel |

Ta logon vao Router bing username va password méi.
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g Cisco Router and Security Device Manager (SDM]): 192.168.1.1
File Edit View Tools Help

= Q ? el

(<4
Fefiesh  Save Seaich Help cisco

@ Home Corfigure Monitor

Hardware More .. Software More ..
Model Type: Cisco 3745 108 Version: 12.4(19)
Available | Total Memory(MB): 59160 MB SDM Version: 241
Cisco 3745 Total Flash Capacity: 16 MB
© L] L L] L
‘3;7‘. Interfaces and Connections  Up (1) = Down (5)
Total Supported LAN: 2 Total Supported VVAN: 4(Serial)
Configured LAN Interface: 1 Total WAN Connections: 0
DHCP Server: Mot Configured

2y Firewall Policies

IPSec (Site-to-Site): GRE over IPSec:

Xauth Login Required: Easy VPN Remote:

No. of DMVPN Clients: No. of Active VPN Clients:

No. of Static Route: 0 Active Signatures:

Dynamic Routing Protocols: Maone No. of IPS-enabled Interfaces:
SDF Version:
Security Dashboard

00:12:48 UTC FriMar 012002 (&)

Ta capture ludng traffic tir Router dén PC ta thiy giao thirc dang hoat dong & day
la SSL.
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File Edit View Go Capture Analyze Statistics Help

SWed DERRE ANesDT L aaaq Mm% B
Emn| ~  Expression... Clear Apply
No. . Time Source Destination Protocol Info i
£2/ [L.J£0UUU UZIUUISLISI D410V BruduLdsL ARE WU [ld> 1Y£.100.1./07 1€11 1¥Z.100.1.Z
258 72.541000 02:00:4c:4f:4f:50 Broadcast ARP who has 192.168.1.787 Tell 192.168.1.2
259 73.992000 02:00:4c:4f:4f:50 Broadcast ARP who has 192.168.1.787 Tell 192.168.1.2
260 74.601000 02:00:4c:4f:4F:50 Broadcast ARP who has 192.168.1.787 Tell 192.168.1.2 |
261 75.630000 02:00:4c:4f:4f:50 Broadcast ARP who has 192.168.1.787 Tell 192.168.1.2
262 77.908000 c4:00:01:38:00:00 CDP/VTP/DTP/PAQP/UDLD CDP Device ID: R1l.bcd.com Port ID: FasteEthernet0/0
265 78.235000 192.168.1. 192.168.1.11 TCP 49596 > https [ACK] seg=l Ack=l Win=32768 Len=0
266 78.251000 192.168.1.2 192.168.1.11 55L client Hello
267 78.329000 192.168.1.11 192.168.1.2 S5LV3 Server Hello
268 78.532000 192.168.1.2 192.168.1.11 TCP 49596 > https [AcK] sSeq=141 Ack=48 win=32721 Len=0
269 78.579000 192.168.1.11 192.168.1.2 S5LV3 certificate, Server Hello Done
270 78.579000 192.168.1.2 192.168.1.11 S5LV3 client kKey Exchange, change cipher spec, Encrypted Handshake message
271 78.688000 192.168.1.11 192.168.1.2 S5Lv3 Change Cipher spec
272 78.891000 192.168.1.2 192.168.1.11 TCP 49596 > https [ACK] Seg=345 Ack=659 Win=32110 Len=0
273 78.937000 192.168.1.11 192.168.1.2 S5LV3 Encrypted Handshake Message
274 78.937000 192.168.1.2 192.168.1.11 55Lv3 Application Data
275 79.000000 192.168.1.11 192.168.1.2 S5Lv3 Application Data
277 79.015000 192.168.1.2 192.168.1.11 TCP 49596 > https [ACK] Seq=793 Ack=965 Win=31805 Len=0
274 74 2R1NANN 1Q2% 1A8 1 11 1Q% 1A% 1 2 D httne ~ AQRAR Tar¥l San—0ARR Arl—704 wWin-223F 1 an-N B

Frame 275 (275 bytes on 275 bytes captured
Ethernet II, Src: c4:00:01:38:00:00 (c4:00:01:38:00:00), Dst: :00:4c:4F:4F:50 (02:00:4c:4F:47:50)
Internet Protocol, Src: 192.168.1.11 (192.168.1.11), Dst: 192.168.1.2 (192.168.1.2)

Transmission Control Protocol, Src Port: https (443), Dst Port: 49596 (49596), Seq: 720, Ack: 793, Len: 221
= Secure Socket Layer

= 55Lv3 Record Layer: Application Data Protocol: http

Content Type: Application pata (23)

version: 55L 3.0 (0x0300)

Length: 216

Encrypted Application Data: 1FFBA550472D0A67A25F9BBIFF518DB898A0F29D1D0GCTES. . .

c4 00 ] 08

Bai: VPN IPSEC SITE TO SITE
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PRE-SHARED KEY

Cau hinh Pre-shared key cho site to site VPN ta can phai lam mét sé budc nhu
sau:

Nhirng viéc can chuan bi cho viéc cdu hinh IPSec va Preshared key.
C4au hinh IKE (Internet Key Exchange).

Cau hinh IPSec.

Kiém tra qua trinh ciu hinh.

PwnNe

I. M6t s6 cong viéc ta can ki€m tra trwéc

- Kiém tra céc két ndi d3 duoc ciu hinh théng chua.

- Kiém tra xem Access-list cd cho phép dung IPSec hay khong.
- Kiém tra xem router cho phép qua trinh crypto hay khdng.

- Xac nhan xem interface nao sé duoc apply qua trinh crypto.
- Chinh sach crypto nao sé& duoc apply.

Il. Cau hinh IKE

Trong mode IKE cho phép déng bd hda IPSec policy dén remote user. Sau
khi lam xong qua trinh nay cho phép céc client két n6i dén router download mot
ip address va cac cdu hinh network théng qua DHCP. Dia chi IP nay duoc dung
nhu 1a mot dia chi bén trong dugc dung trong qud trinh déng géi tin dwdi nén
IPSec va né ciing dugc dung xem nd co tuwong irng véi IPSec policy hay khong.

Qua trinh cau hinh IKE v&i pre-shared bao gom 4 budc:
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enable isakmp

Tao policy cho IKE

Cau hinh tinh déng bd cho IKE va pre-shared key
Kiém tra qua trinh hoat déng cua IKE.

a. Enable isakmp

Dung cau Iénh crypto isakmp enable trong global mode.

b. Tao chinh sach cho IKE

Sau khi d3 enable isakmp trén router ké dén ta can xac dinh xem policy nao

sé duogc apply. M6t sé cdng viéc ta can phdi xac dinh nhu sau:

S6 priority nao sé dwoc gan vao policy. Trong qud trinh nay thi sé priority
cang nho thi dé vu tién cla nd cang cao. Diéu nay rat can thiét khi ta cau
hinh nhiéu IKE policy.

Phuong thirc ma hda thong tin sé dugc dung la gi ? Mac dinh router dung
DES tuy nhién ta cé thé chuyén sang dun 3DES

Phuong thirc hash duoc dung. Mac dinh router dung SHA ta cé thé chuyén
sang dung MD5

Phuong thirc chirng thuc dwoc dung. O day ta sé cau hinh dung pre-shared
key.

K& dén la Diffie — Hellman group nao sé duoc dung. Mac dinh |13 group 1
768 bit Diffie — Hellman dwoc dung va ta ciing cé thé chuyén sang dung
group 2 1024 bit Diffie — Hellman.

Lifetime dwoc gan vao cho Internet Key Exchange security associate.

Cac cau lénh ta sé dung tuong rng v&i nhirtng muc & trén nhu sau:

DAu tién | ta tao ra mot policy bang ciu |&nh sau crypto isakmp policy
priority duoc gan trong global mode.
Xac dinh phuong thirc ma hoda véi cau Iénh encryption {des|3des}
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- Xac dinh phuong thirc hash bang cau 1énh hash {sha|md5}

- Xac dinh phuwong thirc chirng thue bang cau 1énh authentication {rsa-
sig|rsa-encr|pre-share}

- Xac dinh Diffe-Hellman group dugc dung group {1]2}

- Xac dinh thoi gian song lifetime seconds

3. Cau hinh tinh déng b cho IKE va Pre-share key

Sau khi ta d3 cau hinh IKE policy cho céc thiét bi thi budc ké tiép ta lam &
day sé la thiét 1ap tinh déng bé (identity) cho IKE va pre-share key cho cac thiét bi.
Mac dinh thi router dung IP address cho qua trinh déng bd gitra cac thiét bi. Tuy
nhién ta cé thé chuyén sang dung hostname cho qud trinh déng bd. Mac dinh thi
router dung IP address cho qué trinh nay. Cau lénh dung dé chuyén nhu sau:

crypto isakmp identity {address | hostname}

Cau hinh pre-share key la qua trinh ma ta phai lam. Ban phai xac dinh
preshare-key nao sé& duwgc dung cho céc thiét bj trong mang cia minh. Preshare
key phai duoc cau hinh gidng nhau trén cac peer. B&i vi cac peer cua ika chirng
thyc v&i nhau bang tao va glti nhitng key d3 duwoc hash ma né bao gdm preshare
key trong d6. Va & peer nhan sé& tao lai key bang cach dung chung thuat toan hash
va preshare key. Cau lénh cau hinh nhu sau:

crypto isakmp key keystring {address peer-address | hostname peer —
hostname}

Ta cé so do bai lab nhu sau:
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S0172.18.124.2 /24

S0 172.18.124.1 /24

INTERNET

E0 10.10.10.1 /24 E0 10.10.20.1 /24

Trudc khi cu hinh Internet Key Exchange trén router ta cdu hinh dia chi vao cac
interface cla né nhu sau:

R1#configure terminal

R1(config)#tints 1/0

R1(config-if)#ip add 172.18.214.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#clock rate 64000

R1(config-if)#exit

R1(config-if)#int fastethernet 0/0
R1(config-if)#ip add 10.10.10.1 255.255.255.0
R1(config-if)#no shutdown

R1(config-if)#no keepalive
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R1(config-if)#exit

R2#configure terminal

R2(config)#int's 1/0

R2(config-if)#ip add 172.18.214.2 255.255.255.0
R2(config-if)#no shutdown

R2(config-if)#clock rate 64000

R2(config-if)#exit

R2(config-if)#int fastethernet 0/0
R2(config-if)#ip add 10.10.20.1 255.255.255.0
R2(config-if)#no shutdown

R2(config-if)#no keepalive

R2(config-if)#exit

Ta ciu hinh Internet Key Exchange trén Router 1 va Router 2 nhu sau
R1l#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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R1(config)#crypto isakmp enable

R1(config)#crypto isakmp policy 2
R1(config-isakmp)#encryption 3des
R1(config-isakmp)#hash md5
R1(config-isakmp)#authentication pre-share
R1(config-isakmp)#exit

R1(config)#crypto isakmp key cisco address 172.18.124.2
R1(config)#rZ

R1#

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#crypto isakmp enable

R2(config)#crypto isakmp policy 2
R2(config-isakmp)#encryption 3des

R2(config-isakmp)#hash md5
R2(config-isakmp)#authentication pre-share

R2(config-isakmp)#exit
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R2(config)#crypto isakmp key cisco address 172.18.124.1
R2(config)#"Z
R2#

Ldc nay thi ta d3 ciu hinh isakmp policy. D& xem lai ta kiém tra lai ta c6 ciu
hinh nhu thé nao thi ta dung |énh show crypto isakmp xem lai cac théng s6 cla
isakmp policy.

R1l#show crypto isakmp policy
Protection suite of priority 2
encryption algorithm: 3DES--Triple Data Encryption Standard (168 bit
keys)
hash algorithm: Message Digest 5
authentication method: Pre-Shared Key
Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume limit
Default protection suite
encryption algorithm: DES--Data Encryption Standard
hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature (56 bit keys)

Diffie-Hellman group: #1 (768 bit)
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lifetime: 86400 seconds, no volume limit

R1#

R2#show crypto isakmp policy
Protection suite of priority 2
encryption algorithm: 3DES--Triple Data Encryption Standard
hash algorithm: Message Digest 5
authentication method: Pre-Shared Key
Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume limit
Default protection suite
encryption algorithm: DES--Data Encryption Standard
hash algorithm: Secure Hash Standard
authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)
lifetime: 86400 seconds, no volume limit

R2#

Qua trinh chirng thue bang IKE hd trg chirng thuc cho cac thiét bi, chua ho
tro chirng thuwe cho user. Tuy nhién néu ta dung chirng thuc bang Extended
Authentication (XAuth)thi nd cho phép ta lam diéu nay. XAuth sé& két hop vdi AAA
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dé chirng thue cho user sau khi d3 ta chirng thuc cho cac thiét bi. Ta ciu hinh
nhu sau:

R1(config)#crypto isakmp key cisco address 172.18.124.2 no-xauth

lll. Ciu hinh IPSec

Giéng nhu ciu hinh pre-share key, ta nén xac dinh ta can phai lam la bao nhiéu
budc. Qua trinh nay bao gbm 5 budc nhu sau:

e Tao ratransform set.
e Thiét |ap lifetime cho IPSec SA.

e Tao ra access-list va nd dwoc dung dé xac dinh cu thé traffic nao duoc ma
hda.

e Tao crypto map.
e Apply crypto map nay vao mét interface cu thé.

1. Tao ra Transform set

- Transform set |a cong cu nham muc dich bao vé ludng théng tin. Va né sé
duwoc tao khi ta cdu hinh payload authentication, payload encryption va
IPSec. Giéng nhu cdu hinh chirng thwc viéc ciu hinh transform set phai
duwoc gidng nhau trén cac thiét bi. Vi du ta phai cdu hinh tén cho quad trinh
transform set phai giéng nhau. D& ciu hinh transform set ta dung ciu |énh
nhu sau
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crypto ipsec transform-set transform-set-name {[transform1] [transform2]
[transform3]}

O muc nay ta cé moét s6 chon lya nhu sau
transform-set-name tén clia qua trinh

transform1 cé thé chon la ah-md5-hmac hodc ah-sha-hmac.
transform2 cé thé esp-des esp-3des hodc esp-null.
transform3 c6 thé esp-md5-hmac hodc esp-sha-hmac.

- Mdc dinh IPSec mode dang & dang tunnel. Ta c6 thé chuyén sang dung
dang transport bang cau lénh:
mode {tunnel | transport}

2. Lifetime cho IPSec SA

Ta xét thoi gian lifetime cho IPSec nham muc dich xac nhan xem IPSec SA sé&
c6 hiéu luc trong khoang thoi gian |a bao [au cho dén khi né can duoc thuong
lwong lai dé xin lai. O day ban cé thé cau hinh bang hai cach: mot 13 trong global
mode va hai la trong crypto map.

Khi cdu hinh lifetime thi ta xac dinh hai théng s6 dé la: second va kilobytes. Thong
s6 second dung dé xac dinh thi gian séng cho IPSec SA trudce khi né bi hét
han.Méc dinh thoi gian séng |a 3600 second. Thong so kilobyte xac dinh kich
thudc gobi tin. Mac dinh kich thwdc goi tin 4608000 kilobyte. Hai cau Iénh nhu sau.
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crypto ipsec security-association lifetime seconds seconds

crypto ipsec security-association lifetime kilobytes kilobytes

3. Tao Access list

Sau khi xét cau hinh transform set va lifetime. Viéc ké ti€p ta can phailam I3
cau hinh access list d& né bdo vé data flow cla IPSec. Pé ciu hinh extended
access list cho IPSec ta can phai xac dinh mét sé viéc nhu sau:

e Chon outbound traffic dé bao vé

e XU ly inbound traffic cho viéc chon lya traffic IPSec.

e X ly inbound traffic cho muc dich filter nhirng traffic can dwoc protect.
Ngoai ra khi ta dam phan cho qua trinh x( ly IKE, thi access list xac dinh khi nao
chdp nhan nhirng yéu cau IPSec SA.

4. Tao Crypto map

IPSec SA duoc thiét 1ap chi théng qua cau Iénh crypto map. Lénh crypto map
dung dé két ndi mot hay nhiéu trinh tw lai v&i nhau. M6t trinh tu duoc dai dién
b&i mot IPSec SA. Mdi trinh tw crypto map xac dinh mot sé viéc cu thé nhu sau:

- Traffic nao can duoc bao vé

- Lubng théng tin d&n remote peer nao can duoc protect

- Transform nao dugc dung dé bao vé traffic

- IPSec SA s& duoc thiét 1ap thong qua théng IKE hay la manual

- Ngoai ra con cé céc bién khac dé dung cho viéc md ta xac dinh life time cho
crypto map
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T4t ca moi trinh ty trong crypto map duwoc két ndi chat ché véi nhau thdng qua
name of crypto map. M&i mot trinh tu chi cé thé 13 mot trong nhitng dang sau:

- Cisco: trong trinh tw nay thi Cisco Encryption Technology duwoc dung thay
thé cho IPSec.
- IPSec-maunal: trong trinh tu nay thi IKE khéng dugc dung dé thiét 1ap IPSec
—SA.
- IPSec — isakmp: dung IKE dé thiét 1ap IPSec SA.
O day ta chi ban vé cach dung IKE dé thiét 1ap IPSec. Ta dung ciu [énh nhu sau:

crypto map map-name seq-num ipsec-isakmp
map — name: la tén dung trong qua trinh crypto map

seq — num: s6 thy ty trong qua trinh crypto map ( 1 — 65535 ) v&i s6 nho cé do wu
tién cao hon.

Sau khi ta da dung cau |énh & trén thi ta sé dang nhap vao mode cla crypto map
mode. & day ta xac dinh mot s8 bién nhu sau:

- match address {access-list-number | name}: cau l1énh nay phai c6 dé xac
dinh access list nao dwoc apply.
- set peer {peer - address | hostname - peer }: xac dinh IPSec peer.
- set transform-set transform-setname [transform-set-name2 transformset-
name6]: xac dinh transform set dugc dung trong qua trinh IPSec.
5. Applied Crypto map

Sau khi ban d3 tao ra IPSec tunnel thi buwdc ké tiép 13 ban phai apply né vao
mot interface cu thé. D& apply ta phai vao interface mode va dung cau lénh:

crypto map map-name
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Vi muc dich redundancy, ban c6 thé apply mot crypto map vao mot interface. Mac
dinh thi né nhu sau:

- Mbi mot interface c6 mot SA database.
- IP address cua local interface dwgc dung nhu |a local address dugc dung
cho IPSec traffic.
Né€u nhuw mudn dung crypto map trén nhiéu interface ban can phai xac dinh

interface dé. Ta cd thé Iam nhu sau:

M0i interface s& twong (rng v&i mot IPSec SA database duwoc thiét 1ap vao mot
thoi diém. Con céc traffic nao duoc chia sé trén tat cd interface thi né dung chung
mot crypto map.

IP address cua interface duoc dinh nghia thuong duwgc dung trong truong hop
nay 13 local ip address va né dugc dung IPSec traffic tai diém xuat phat ban dau va
dich can dén cé chia sé dung chung mét crypto map set.

crypto map map-name local-address local-id

Pé dinh nghia mot interface ta dung cau lénh nhu trén & global mode véi map-
name la tén cuta crypto map va local-id la IP address cla interface dang dwgc dinh
nghia.

Cau hinh Crypto IPSec vdi tén la test va Crypto map vd&i tén la testl nhu sau
R1l#conft
Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#crypto ipsec tramsform-set test esp-des
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R1(cfg-crypto-trans)#exit

R1(config)#access-list 100 permit ip 10.10.10.0 0.0.0.255 10.10.20.0 0.0.0.255
R1(config)#cryto map testl 100 ipsec-isakmp

R1(config-crypto-map)#match address 100

R1(config-crypto-map)#set transform-set test

R1(config-crypto-map)#set peer 172.18.124.2

R1(config-crypto-map)#exit

R1(config)#interface s0/0

R1(config-if)#crypto map testl

R1(config-if)# 2

R1#

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#crypto ipsec tramsform-set test esp-des

R2(cfg-crypto-trans)#exit

R2(config)#access-list 100 permit ip 10.10.10.0 0.0.0.255 10.10.20.0 0.0.0.255

R2(config)#cryto map testl 100 ipsec-isakmp
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R2(config-crypto-map)#match address 100
R2(config-crypto-map)#set transform-set test
R2(config-crypto-map)#set peer 172.18.124.1
R2(config-crypto-map)#exit
R2(config)#tinterface s1/0
R2(config-if)#crypto map testl
R2(config-if)# 2

R2#

Ngoai ra néu ta mudn thuc hién qua trinh chirng thuwec cho user bang XAuth
thi phai xac nhan user va group nao cd thdm quyén. Luc nay ta can dung AAA dé
thue hién qud trinh nay va dung crypto map dé apply AAA ta d3 tao ra.

IV. Ki€m tra va thim dinh qua trinh hoat déng cla IPSec

- DUng lénh show crypto isakmp sa cho ta biét cac tat ca active SA dang cé trén
thiét bi.

R1#show crypto isakmp sa
dst src state conn-id slot
172.18.124.2 172.18.124.1 QM _IDLE 820

- Muén xem cau hinh transform set thi dung ciu Iénh show crypto ipsec
transform-set
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R1#show crypto ipsec transform-set
Transform set test: { esp-des }
will negotiate = { Tunnel, }
- Kiém tra xem mot IPSec SA dang hoat dong thi dung |énh show crypto ipsec sa
R1#show crypto ipsec sa
interface: Serial0/0
Crypto map tag: testl, local addr. 10.1.1.1
local ident (addr/mask/prot/port):
(10.1.1.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port):
(10.1.1.2/255.255.255.255/0/0)
current_peer: 10.1.1.2
PERMIT, flags={origin_is_acl,}
#pkts encaps: 10, #pkts encrypt: 10, #pkts digest 10
#pkts decaps: 10, #pkts decrypt: 10, #pkts verify 10
#send errors 10, #recv errors O
local crypto endpt.: 10.1.1.1, remote crypto endpt.: 10.1.1.2

path mtu 1500, media mtu 1500
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current outbound spi: 20890A6F

inbound esp sas:

spi: 0x257A1039(628756537)

transform: esp-des,

in use settings ={Tunnel, }

slot: 0, connid: 26, crypto map: testl

sa timing: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes

replay detection support: Y

inbound ah sas:

outbound esp sas:

spi: 0x20890A6F(545852015)

transform: esp-des,

in use settings ={Tunnel, }

slot: 0, connid: 27, crypto map: testl

sa timing: remaining key lifetime (k/sec): (4607999/90)
IV size: 8 bytes

replay detection support: Y
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outbound ah sas:
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